ﬂ Dyckerhoff

Privacy Notice for Employees of Business Partners, Customers and
Suppliers

In the following, we would like to inform you about the processing of your personal data by
Dyckerhoff GmbH and its affiliated companies. You can download the contact details and
information on the other companies affiliated with Dyckerhoff GmbH as a PDF file via this link.

You may receive separate information regarding specific processing operations, such as when
visiting our websites, using video conferencing systems or visiting our sites.

1.1 Name and contact details of the data controller / data protection officer

Dyckerhoff GmbH Data Protection Officer:

Biebricher StraBBe 68 Riske IT GmbH

65203 Wiesbaden Mr Pascal Riske

Tel.: +49 611 676-0 Keldenicher StraBe 23, 50389 Wesseling
Email: info@dyckerhoff.com Tel.: 02236-3310745

Email: protection.data@dyckerhoff.com

1.2 Categories of personal data processed
We generally collect the following personal data from you or your employer:
= Personal details
= Contact details
* Health data
» Financial data
» Video, image and audio recordings
= Connection and user data
We will be happy to provide details of the data categories on request.

Furthermore, insofar as it is necessary for the performance of the contract concluded with you
or for pre-contractual measures, or where you have given your consent, we also process
personal data that we lawfully receive from third parties (e.g. creditworthiness data from a
credit reference agency).

1.3 Purposes and legal bases for processing

We process your personal data in accordance with the General Data Protection Regulation
(GDPR), the Federal Data Protection Act (BDSG) and all other relevant legal provisions.
Processing takes place:

a. on the basis of consent given (Article 6(1), first sentence, point (a) of the GDPR)
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Where you have given us your consent to process personal data for specific purposes
(e.g. identity documents, customer information), the lawfulness of the processing is
based on your consent. Consent may be withdrawn at any time. Withdrawal of consent
does not affect the lawfulness of the processing carried out prior to withdrawal.

b. To fulfil contractual obligations (Article 6(1), first sentence, point (b) of the GDPR)

Personal data is processed for the purpose of fulfilling the relevant contractual
relationships and associated contractual obligations (e.g. delivery, invoicing or quality
assurance). The purpose is derived from the terms of the contract.

c. on the basis of legal requirements (Article 6(1), first sentence, point (c) of the
GDPR)

We are subject to various legal requirements which oblige us to process personal data
in specific ways. These include, for example, the fulfilment of archiving, reporting and
documentation obligations, in particular under money laundering, commercial or tax
laws, and the fulfilment of reporting or disclosure obligations towards public
authorities.

d. on the basis of a legitimate interest (Article 6(1), first sentence, point (f) of the
GDPR)

Processing takes place where this is necessary to safeguard the legitimate interests of
Dyckerhoff or a third party, provided that the interests or fundamental rights and
freedoms of data subjects do not override those interests. In particular, legitimate
interests in processing exist in the following cases:

- when asserting legal claims or defending against legal disputes,

- to optimise the management and promotion of the business relationship, to ensure
our IT security,

- as part of the documentation of gifts to ensure compliance with regulatory
requirements,

- for the successful management of our business and the further development of our
products,

- for the purposes of building and facility security (e.g. access controls),

- where applicable, as part of credit checks to ensure financial security.

1.4 Recipients of personal data
To achieve the purposes set out above, we may use external service providers.

These include IT service providers, messaging services, payment service providers, financial
institutions, credit reference agencies, insurance companies, agencies, debt collection agencies,
solicitors, tax advisers, consultancy firms and transport companies.

Where applicable, data may be transferred to companies affiliated with Dyckerhoff GmbH,
provided there is a legal basis or your explicit consent to the data transfer. Each company
ensures that appropriate technical and organisational measures are taken to guarantee the
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security and confidentiality of your data and to protect your rights in accordance with the
GDPR.

1.5 Data transfers to third countries

Data may be transferred to countries outside the EU or the EEA (third countries) for certain
processing operations, such as the use of video conferencing systems and other software. As
these providers have servers located all over the world, it cannot be ruled out that your
personal data may be stored and further processed in third countries and, for example, on
servers in the USA. There is a risk that the level of data protection in third countries may not
be as high as within the European Union. The GDPR enables the European Commission to
adopt so-called adequacy decisions. In such a decision, the European Commission determines
that personal data in a specific third country enjoys an adequate level of protection comparable
to that provided by European data protection law. Data transfers based on an adequacy
decision are therefore given preferential treatment. An adequacy decision currently exists for
the USA for certified data recipients (Data Privacy Framework). Where no adequacy decision
has been issued by the European Commission for a third country, the controller must, prior to
transferring personal data to third countries, put in place appropriate safeguards within the
meaning of Article 46 of the GDPR to ensure an adequate level of protection.

In principle, when using Microsoft 365 services, data is routed to Microsoft data centres in the
EU. Nevertheless, the processing of personal data in the USA cannot be ruled out in this
context, as Microsoft Corporation has its headquarters in the USA. Any transfer of personal
data to the USA takes place in accordance with Article 45 of the GDPR on the basis of the Data
Privacy Framework.

1.6 Retention period for personal data

As a general rule, we delete personal data once the statutory retention periods have expired.
These periods are set out in particular in the German Commercial Code, the German Fiscal
Code and the Money Laundering Act, and range from two to ten years. Furthermore, the
retention period is determined by the statutory limitation periods, which are set out, for
example, in Section 195 of the German Civil Code and are generally three years. Provided that
the personal data is not subject to statutory retention obligations, it will be deleted once it is
no longer required for the purposes mentioned above. A different retention period may apply
if you gave your consent to this at the time the data was collected or in the event of a
withdrawal of consent.

1.7 Your rights

In accordance with Article 15 of the GDPR, you have the right to request information about
your personal data processed by the relevant company.

Should inaccurate personal data be processed, you have the right to have it rectified in
accordance with Article 16 of the GDPR.

Where the legal conditions are met, you have the right to erasure or restriction of processing
of the data in question (Articles 17 and 18 of the GDPR).
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Subject to the conditions set out in Article 20 of the GDPR, you have the right to data
portability.

You have the right to withdraw your consent at any time, without this affecting the lawfulness
of the processing carried out on the basis of your consent prior to its withdrawal.

Under Article 21 of the GDPR, you have the right to object at any time to the processing of
your personal data on grounds relating to your particular situation.

Under Article 77 of the GDPR, you have the right to lodge a complaint with a supervisory
authority. You may exercise this right with the relevant supervisory authority, whose contact
details can be found via the following link:

www.bfdi.bund.de/DE/Service/Anschriften/Laender/Laender-node.html
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